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DETAILED ACTION 

1 . Claims 1-73 are pending in this application. 



Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1, 7, 9, 18-21, 27, and 29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Bilger (US 6,756,998 B1 ), in view of Zhao (US 6,993,501 B1 ). 

With respect to claim 1 , Bilger discloses a central system controller server 
operatively coupled to a data network (Col. 9, lines 51-55 and Col. 10, lines 53-61) and 
a residential automation computer system, operatively coupled to the data network, the 
residential automation computer system being associated with a residence and 
configured to handle one or more residential automation functions (Abstract) and the 
residential automation computer system being further configured to initiate a connection 
with the central system controller for communicating residential automation information 
between the central system controller and the residential automation computer system 
(Col. 1 1 , lines 20-23 and lines 50-60) Bilger does not disclose the residential automation 
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computer system can be configured to deny all inbound data connections from the data 
network; however, Zhao discloses an automated system that includes a firewall that is 
able to be set to reject inbound data connections from an outside network (Col. 4, lines 
31-41) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
Zhao to incorporate a firewall into the home automation system, in order to prevent any 
unauthorized users from gaining access to the home automation network. 

With respect to claim 7, Bilger discloses the central system controller includes a 
plurality of central system control computers in a server farm (Col. 5, lines 63-65) 

With respect to claim 9, the claim is rejection for the same reasons as claim 1 
above. In addition, Zhao discloses the central system controller is configured to accept 
inbound connections from a remote computer operatively coupled to the data network 
(Col. 4, lines 31-41 , where a firewall is known to have the ability to be configured to 
allow or deny any and all access to and from a network) 

With respect to claim 18, Bilger does not disclose a firewall operatively coupled 
between the data network and the residential automation computer system, the firewall 
preventing inbound data connections to the residential automation computer system 
from the data network. However, Zhao discloses a firewall operatively coupled between 
the data network and the residential automation computer system, the firewall 
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preventing inbound data connections to the residential automation computer system 
from the data network (Col. 4, lines 31-41) 

With respect to claim 19, the claim is rejected for the same reasons as claim 18 
above. In addition, Zhao discloses the firewall is a hardware component separate from 
the residential automation computer system (Col. 4, lines 31-41) 

With respect to claim 20, Bilger discloses a central system controller server 
operatively coupled to a data network (Col. 9, lines 51-55 and Col. 10, lines 53-61) a 
residential automation computer system associated with a residence and configured to 
handle one or more residential automation functions (Abstract). Bilger does not disclose 
a firewall operatively coupling the residential automation computer system to the data 
network and being configured to deny all inbound data connections from the data 
network to the residential computer. However, Zhao discloses an automated system 
that includes a firewall that is able to be set to reject inbound data connections from an 
outside network (Col. 4, lines 31-41) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
Zhao to incorporate a firewall into the home automation system, in order to prevent any 
unauthorized users from gaining access to the home automation network. 

With respect to claim 21 , Bilger discloses the residential automation computer 
system is further configured to initiate a connection with the central system controller 
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over the data network for communicating residential automation information between 
the central system controller and the residential automation computer system (Abstract). 

With respect to claim 27, Bilger discloses the central system controller includes a 
plurality of central system control computers in a server farm (Col. 5, lines 63-65) 

With respect to claim 29, the claim is rejection for the same reasons as claim 1 
above. In addition, Zhao discloses the central system controller is configured to accept 
inbound connections from a remote computer operatively coupled to the data network 
(Col. 4, lines 31-41 , where a firewall is known to have the ability to be configured to 
allow or deny any and all access to and from a network) 

4. Claims 2-6, 8, 10-17, 22-26, 28, and 30-38 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Bilger (US 6,756,998 B1), in view of Zhao (US 6,993,501 
B1 ), and further in view of Bergstrom et al. (Making Home Automation Communications 
Secure, 2001) 

With respect to claim 2, Bilger and Zhao do not disclose the connection with the 
central system controller is a secure connection. However, in Making Home Automation 
Communications Secure, Bergstrom discloses the connection with the central system 
controller is a secure connection (pg. 50, paragraph 1 and 2, "Long the futuristic...") 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger and Zhao with the 
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teachings of Bergstrom to make the connection with the central controller a secure 
connection, in order to provide security to the home automation system and prevent any 
unauthorized users from gaining access to it. 

With respect to claim 3, the claim is rejected for the same reasons as claim 2 
above. In addition, Bergstrom discloses the connection with the central system 
controller is a maintained secure connection (pg. 50, paragraph 1 and 2, "Long the 
futuristic...") 

With respect to claim 4, the claim is rejected for the same reasons as claim 3 
above. In addition, Bergstrom discloses the maintained secure connection is periodically 
renegotiated (pg. 55,"Encryption Algorithms...") 

With respect to claim 5, the claim is rejected for the same reasons as claim 2 
above. In addition, Bergstrom discloses the secure connection utilizes encryption 
algorithms for communications between the residential automation computer system 
and the central system controller (pg. 55,"Encryption Algorithms...") 

With respect to claim 6, the claim is rejected for the same reasons as claim 2 
above. In addition, Bergstrom discloses the secure connection utilizes public/private key 
pair techniques for communications between the residential automation computer 
system and the central system controller (pg. 55,"Encryption Algorithms...") 

With respect to claim 8, Bilger and Zhao do not disclose the central system 
controller includes a plurality of central system controller computers, each central 
system controller computer being associated with a specific geographic region. 
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However, Bergstrom discloses each central system controller computer being 
associated with a specific geographic region (pg. 51, "Global Home Server...") 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger and Zhao with the 
teachings of Bergstrom to associate the central system controller with a specific 
geographic region, in order to associate the central controller with a region within the 
global network. 

With respect to claim 10, Bilger and Zhao do not disclose the central system 
controller includes an authentication algorithm for controlling access to the central 
system controller to an authorized user of the remote computer. However, Bergstrom 
discloses disclose the central system controller includes an authentication algorithm for 
controlling access to the central system controller to an authorized user of the remote 
computer (pg. 55, "Encryption Algorithm...") 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger and Zhao with the 
teachings of Bergstrom to include an authentication algorithm, in order to prevent 
unauthorized users from accessing the home automation system. 

With respect to claim 1 1 , the claim is rejection for the same reasons as claim 10 
above. In addition, Bergstrom discloses the central system controller monitors for 
unauthorized access from the remote computer (pg. 55, "Encryption Algorithm...") 
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With respect to claim 12, the claim is rejected for the same reasons as claim 1 
above. In addition, Bergstrom discloses the data network is a global computer network 
(pg. 51, "Global home Server...") 

With respect to claim 13, the claim is rejected for the same reasons as claim 12 
above. In addition, Bergstrom discloses the global computer network is the World-Wide- 
Web (pg. 51, "Global home Server...") 

With respect to claim 14, the claim is rejected for the same reasons as claim 13 
above. In addition, Bergstrom discloses the central system controller provides an 
access Web site on the World-Wide-Web that is configured to accept Web access from 
a remote computer operatively coupled to the World-Wide-Web (pg. 51, "Global home 
Server...") 

With respect to claim 15, the claim is rejection for the same reasons as claim 10 
above. In addition, Bergstrom discloses the access Web site is password protected for 
controlling access to the central system controller to authorized users (pg. 55, 
"Encryption Algorithms") 

With respect to claim 16, Bilger discloses the access Web site is configured to 
allow an authorized user of the remote computer to communicate with the residential 
automation computer system, wherein communications between the remote computer 
and the residential automation computer system are transferred over the connection 
initiated with the central system controller by the residential automation computer 
system (Col. 1 1 , lines 20-23 and lines 50-60) 
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With respect to claim 17, Bilger discloses the communications between the 
remote computer and the residential automation computer system are indirect 
communications that are processed by the central system server (Abstract) 

With respect to claim 22, the claim is rejected for the same reasons as claim 5 
above. Please see rejection. 

With respect to claim 23, the claim is rejected for the same reasons as claim 20 
above. In addition, Bergstrom discloses the maintained secure connection is periodically 
renegotiated (pg. 55,"Encryption Algorithms...") 

With respect to claim 24, the claim is rejection for the same reasons as claim 23 
above, In addition, Zhao discloses wherein the maintained secure connection on the 
data network is initiated by at least one of the residential automation computer system 
and the firewall (Col. 4, lines 31-41 , where a firewall is known to have the ability to be 
configured to allow or deny any and all access to and from a network) 

With respect to claims 25-26, the claims are rejected for the same reasons as 
claims 4 and 5 respectively above. Please see rejection. 

With respect to claim 28, the claim is rejected for the same reasons as claim 8 
above. Please see rejection. 

With respect to claims 30-35, the claims are rejected for the same reasons as 
claims 10-15 respectively above. Please see rejection. 
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With respect to claim 36, Bilger does not disclose wherein the access Web site is 
configured to allow an authorized user of the remote computer to communicate with the 
residential automation computer system, wherein communications between the remote 
computer and the residential automation computer system are transferred over a 
connection initiated with the central system controller by at least one of the residential 
automation computer system and the firewall. However, Zhao discloses an automated 
system that includes a firewall that is able to be set to accept or reject inbound data 
connections from an outside network or authorized user (Col. 4, lines 31-41) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
Zhao to incorporate a firewall into the home automation system, in order to prevent any 
unauthorized users from gaining access to the home automation network. 

With respect to claim 37, Bilger discloses the communications between the 
remote computer and the residential automation computer system are indirect 
communications that are processed by the central system server (Abstract) 

With respect to claim 38, Bilger does not disclose wherein the access Web site is 
configured to allow an authorized user of the remote computer to communicate with the 
residential automation computer system, wherein communications between the remote 
computer and the residential automation computer system are transferred over a 
maintained connection between the central system controller and at least one of the 
residential automation computer system and the firewall. However, Zhao discloses an 
automated system that includes a firewall that is able to be set to accept or reject 
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inbound data connections from an outside network or authorized user (Col. 4, lines 31- 
41) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
Zhao to incorporate a firewall into the home automation system, in order to prevent any 
unauthorized users from gaining access to the home automation network. 

5. Claims 39-51 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bilger (US 6,756,998 B1 ), in view of Zhao (US 6,993,501 B1 ), and further in view of 
Bergstrom et al. (Making Home Automation Communications Secure, 2001) 

With respect to claim 39, Bilger discloses a central system controller server 
operatively coupled to a data network (Col. 9, lines 51-55 and Col. 10, lines 53-61) and 
a residential automation computer system, operatively coupled to the data network, the 
residential automation computer system being associated with a residence and 
configured to handle one or more residential automation functions (Abstract). Bilger 
does not disclose the residential automation computer system being configured to deny 
all inbound data connections from the data network; However, Zhao discloses an 
automated system that includes a firewall that is able to be set to reject inbound data 
connections from an outside network (Col. 4, lines 31-41) 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
Zhao to incorporate a firewall into the home automation system, in order to prevent any 
unauthorized users from gaining access to the home automation network. 

Bilger, in view of Zhao, does not disclose and the residential automation 
computer system being connected with the central system controller over the data 
network by a maintained secure connection. However, in Making Home Automation 
Communications Secure, Bergstrom discloses the connection with the central system 
controller is a secure connection (pg. 50, paragraph 1 and 2, "Long the futuristic...") 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger and Zhao with the 
teachings of Bergstrom to make the connection with the central controller a secure 
connection, in order to provide security to the home automation system and prevent any 
unauthorized users from gaining access to it. 

With respect to claim 40, the claim is rejected for the same reasons as claim 39 
above. In addition, Bergstrom discloses the maintained secure connection is initiated by 
the residential automation computer system (pg. 55, "Encryption Algorithms...") 

With respect to claim 41 , the claim is rejected for the same reasons as claim 3 
above. In addition, Bergstrom discloses the maintained secure connection is periodically 
renegotiated (pg. 55,"Encryption Algorithms...") 
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With respect to claims 42-48, the claims are rejected for the same reasons as 
claims 9-15 respectively above. Please see rejection. 

With respect to claim 49, the claim is rejected for the same reasons as claim 47 
above. In addition, Bergstrom discloses the access Web site is configured to allow an 
authorized user of the remote computer to communicate with the residential automation 
computer system, wherein communications between the remote computer and the 
residential automation computer system are transferred over the maintained secure 
connection. 

With respect to claim 50, the claims are rejected for the same reasons as claims 
17 above. Please see rejection. 

With respect to claim 51 , Bilger discloses a central system controller server 
operatively coupled to a data network (Col. 9, lines 51-55 and Col. 10, lines 53-61) a 
residential automation computer system, operatively coupled to the data network, the 
residential automation computer system being associated with a residence and 
configured to handle one or more residential automation functions (Abstract) Bilger does 
not disclose means for blocking all inbound connections or connection requests to the 
residential automation computer system over the data network; However, Zhao 
discloses an automated system that includes a firewall that is able to be set to reject 
inbound data connections from an outside network (Col. 4, lines 31-41) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
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Zhao to incorporate a firewall into the home automation system, in order to prevent any 
unauthorized users from gaining access to the home automation network. 

Bilger, in view of Zhao, does not disclose means for initiating a secure 
connection by the residential automation computer system with the central system 
controller over the data network; means for accessing the central system controller by 
an authorized user on a remote computer; and means for facilitating communications 
between the authorized user on the remote computer and the residential automation 
computer system via the central system controller and the secure connection. However, 
in Making Home Automation Communications Secure, Bergstrom discloses the 
connection with the central system controller is a secure connection (pg. 50, paragraph 
1 and 2, "Long the futuristic...") 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger and Zhao with the 
teachings of Bergstrom to make the connection with the central controller a secure 
connection, in order to provide security to the home automation system and prevent any 
unauthorized users from gaining access to it. 



6. Claims 52-68 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Bergstrom et al. (Making Home Automation Communications Secure, 2001) , in view of 
Zhao (US 6,993,501 B1) 
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With respect to claim 52, Bergstrom discloses initiating by the residential 
automation computer system a secure connection with the central system controller (pg. 
53, Col. 2, paragraph 1, "For layering to work...") communicating residential automation 
system information between the central system controller and the residential automation 
computer system over the secure connection (pg. 53, Col. 2, "Security layer...") 
Bergstrom does not disclose blocking all inbound connections to the residential 
automation computer system over the data network; However, Zhao discloses an 
automated system that includes a firewall that is able to be set to reject inbound data 
connections from an outside network (Col. 4, lines 31-41) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bergstrom with the teachings 
of Zhao to incorporate a firewall into the home automation system, in order to prevent 
any unauthorized users from gaining access to the home automation network. 

With respect to claims 53-56, the claims are rejected for the same reasons as 
claims 3-6, respectively above. Please see rejection. 

With respect to claim 57, the claim is rejected for the same reasons as claim 21 
above. Please see rejection. 

With respect to claim 58-59, the claims are rejected for the same reasons as 
claims 10-1 1 respectively above. Please see rejection. 

With respect to claim 60, Bergstrom discloses the data network is the World- 
Wide-Web (pg. 51 , "Global Home Server...") the accessing step includes the steps of 
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providing an accessing Web site by the central system controller and logging onto the 
accessing Web site by the remote computer (pg. 51 , "Global Home Server...") and the 
communication step includes the step of communicating residential automation system 
information between the remote computer and the residential automation computer 
system via the accessing Web site (pg. 51, "Global Home Server...") 

With respect to claim 61 , Bergstrom discloses maintaining a secure connection 
between the residential automation computer system and the central system controller 
on the data network (pg. 53, Col. 2, paragraph 1 , "For layering to work...") 
communicating residential automation system information between the central system 
controller and the residential automation computer system over the secure connection 
(pg. 53, Col. 2, "Security layer...") Bergstrom does not disclose blocking all inbound 
connections to the residential automation computer system over the data network; 
However, Zhao discloses an automated system that includes a firewall that is able to be 
set to reject inbound data connections from an outside network (Col. 4, lines 31-41) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bergstrom with the teachings 
of Zhao to incorporate a firewall into the home automation system, in order to prevent 
any unauthorized users from gaining access to the home automation network. 

With respect to claims 62-64, the claims are rejected for the same reasons as 
claims 4-6 respectively above. Please see rejection. 
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With respect to claim 65, the claim is rejected for the same reasons as claim 21 
above. Please see rejection. 

With respect to claims 66-67, the claims are rejected for the same reasons as 
claims 10-1 1 respectively above. Please see rejection. 

With respect to claim 68, the claim is rejected for the same reasons as claim 60 
above. Please see rejection. 

7. Claims 69, and 71 are rejected under 35 U.S.C. 103(a) as being unpatentable 
Bilger (US 6,756,998 B1 ), in view of Bergstrom et al. {Making Home Automation 
Communications Secure, 2001 ) 

With respect to claim 69, Bilger discloses accessing a central system controller 
by the remote computer over the data network (Col. 9, lines 51 -55 and Col. 1 0, lines 53- 
61) communicating residential automation system information between the remote 
computer and the central system controller (Col. 1 1 , lines 20-23 and lines 50-60) Bilger 
does not disclose initiating by the residential automation computer system a secure 
connection on the data network between the residential automation computer system 
and the central system controller; and communicating residential automation system 
information between the central system controller and the residential automation 
computer system over the secure connection between the central system controller and 
the residential automation computer system. However, in Making Home Automation 
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Communications Secure, Bergstrom discloses the connection with the central system 
controller is a secure connection (pg. 50, paragraph 1 and 2, "Long the futuristic...") 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
Bergstrom to make the connection with the central controller a secure connection, in 
order to provide security to the home automation system and prevent any unauthorized 
users from gaining access to it. 

With respect to claim 71 , Bilger discloses accessing a central system controller 
by the remote computer over the data network (Col. 9, lines 51 -55 and Col. 1 0, lines 53- 
61) communicating residential automation system information between the remote 
computer and the central system controller (Col. 1 1 , lines 20-23 and lines 50-60) Bilger 
does not disclose maintaining a secure connection on the data network between the 
residential automation controller and the central system controller; and communicating 
residential automation system information between the central system controller and the 
residential automation computer system over the secure connection between the central 
system controller and the residential automation computer system. However, in Making 
Home Automation Communications Secure, Bergstrom discloses the connection with 
the central system controller is a secure connection (pg. 50, paragraph 1 and 2, "Long 
the futuristic...") 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
Bergstrom to make the connection with the central controller a secure connection, in 
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order to provide security to the home automation system and prevent any unauthorized 
users from gaining access to it. 

8. Claims 70, and 72-73 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Bilger (US 6,756,998 B1 ), in view of Bergstrom et al. {Making Home Automation 
Communications Secure, 2001 ), and further in view of Zhao (US 6,993,501 B1 ) 

With respect to claims 70 and 72, Bilger does not disclose the residential 
automation computer system can be configured to deny all inbound data connections 
from the data network; however, Zhao discloses an automated system that includes a 
firewall that is able to be set to reject inbound data connections from an outside network 
(Col. 4, lines 31-41) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Bilger with the teachings of 
Zhao to incorporate a firewall into the home automation system, in order to prevent any 
unauthorized users from gaining access to the home automation network. 

With respect to claim 73, the claim is rejected for the same reasons as claim 3 
above. In addition, Bergstrom discloses the maintained secure connection is periodically 
renegotiated (pg. 55,"Encryption Algorithms...") 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Esther Benoit whose telephone number is 571-270- 
3807. The examiner can normally be reached on Monday through Friday between 7:30 
a.m and 5 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on 571-272-3868. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
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